FAKULTE / ENSTIiTU ADI

DERS BiLGi FORMU

Fen Edebiyat Fakiiltesi

BOLUM / PROGRAM /
ANABILIiM DALI ADI

Matematik

DERSIN ADI

Sifrelemeye Giris

DERSIN KODU

MAT3260

YEREL KREDISi

3

AKTS KREDISi

5

HAFTALIK DERS SAATI

HAFTALIK UYGULAMA SAATI

HAFTALIK LABORATUVAR

ONKOSULLAR

Yok

YARIYIL

Giiz, Bahar

DERSIN DiLi

ingilizce, Tiirkge

DERSIN SEVIYESi

Lisans

DERSIN TURU

Secmeli @Matematik Lisans Program
Secmeli @Ilkégretim Matematik Egitimi Lisans Program

DERSIN KATEGORISi

Temel Meslek Dersleri

DERSIN VERILIS SEKLI

Yiiz Yiize

DERSi SUNAN AKADEMIK
BiRiM

Matematik Boliimii

DERSIN KOORDINATORU

Emre KOLOTOGLU

ASISTAN(LAR)

DERSIN AMACI

Bu dersin amaci, dgrencilere sayilar teorisi bilgilerinin sifreleme bilimindeki uygulamalarini
O0gretmektir.

DERSIN iCERIiGi

Sayilar teorisinde bazi temel kavramlar, kongriianslar, carpanlara ayirma uygulamalar; sonlu
cisimler, kuadratik kalanlar; bazi temel sifreleme yontemleri; agik anahtarli sifreleme, RSA,
ayrik logaritma.

DERS KiTABI / MALZEMESI /
ONERILEN KAYNAKLAR

Ders Ogrenim Ciktilar1
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Ders Kitabu:
Koblitz, Neal. 4 Course in Number Theory and Cryptography. Springer Verlag, 1994.

Bu dersi basariyla tamamlayan dgrenciler,

1. OKlid algoritmasimi kullanarak baz1 aritmetik hesaplar yapabileceklerdir.
2.  Tekrarli kare alma algoritmasini kullanabileceklerdir.
Bazi 6zel carpanlara ayirma metotlarini kullanabileceklerdir.
Kuadratik kalanlarin kullanimini gerektiren bazi hesaplamalari yapabileceklerdir.

Bazi basit sifreleme sistemleri ve matrislerle sifreleme yontemleriyle ilgili
uygulamalar yapabileceklerdir.

RSA sifreleme sistemi ve ayrik logaritma problemi ile ilgili uygulamalar
yapabileceklerdir.
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DEGERLENDIRME SiSTEMIi

| Etkinlikler Say1 Katki Pay1
| Devam/Katihm H H
| Laboratuvar H H
| Uygulama H H
| Arazi Calismasi H H
| Derse Ozgii Staj H H
Kisa Sinavlar/Stiidyo Kritigi (Zorunlu):
e icerik: Smav haftasina kadar islenen konularin tiimiinii kapsayan
kapsamli sorular
e  Format: Yiiz yiize. Klasik kisa smav (30 dakika) 4 %20
e  Detayh Degerlendirme Kriterleri:
-Derste iglenen konular ile ilgili problemleri ¢6zebilme
| Odev | |
| Sunum/Jiiri H H
| Proie | |
| Seminer/Workshop H H
Ara Sinavlar:
e icerik: Sinav haftasma kadar islenen konularm timiinii kapsayan
kapsamli sorular
e  Format: Yiiz yiize. Klasik sinav. (100 dakika) 1 %40
e Detayh Degerlendirme Kriterleri:
- Derste iglenen konular ile ilgili problemleri ¢ézebilme
Final:
e  lcerik: Dersin tiim icerigini kapsayan kapsamli sorular
e  Format: Yiiz yiize. Klasik sinav. (100 dakika)
1 %40
e  Detayh Degerlendirme Kriterleri:
- Derste iglenen konular ile ilgili problemleri ¢dzebilme
‘ Dénem ici Cahsmalarin Basar1 Notuna Katkisi H %60
‘ Final Smmavinin Basar1 Notuna Katkisi H %40
| TOPLAM %100
HAFTALIK KONULAR VE ILGILI ON HAZIRLIK CALISMALARI
HAFTALAR KONULAR On Hazirhik
1 Konu Anlatimi: Sifrelemeye giris Sifreleme Bilimi ile ilgili arastirma
yapilmast.
Ders kitabindan cebir adimlarinda zaman|
2 Konu Anlatimi: Cebir adimlarinda zaman hesaplamasi hesaplamasi konusunun okunmasi. Kaynak:
Ders Kitabi, 1-10.
Ders kitabmdan béliinebilme ve Oklit
3 Konu Anlatimi: Bliinebilme ve Oklid algoritmasi algoritmasi konusunun okunmasi. Kaynak:
Ders Kitabi, 12-15.
Kisa Smav 1 (30 dk.): Ders baginda Bolim 1.1 ve 1.2’yi igeren| Ders kitabindan cebir adimlarinda zama
4 bir kisa sinav hesaplamasi,  boliinebilme  ve  Oklit
algoritmas1 konularmim tekrar edilmesi,
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IKonu Anlatimi: Kongriianslar

Kaynak: Ders kitabi, 1-10; 12-15.
Ders kitabindan kongriianslar konusunu
okunmasi. Kaynak: Ders Kitabi, 19-24.

Ders  kitabindan  ¢arpanlara  ayirma
5 Konu Anlatimi: Carpanlara ayirma uygulamalari uygulamalart konusunun okunmasi.
Kaynak: Ders Kitabi, 27-29.
Ders kitabindan kongriianslar ve ¢arpanlara
Kisa Smav 2 (30 dk.): Ders basinda Boliim 1.3 ve 1.4’ igeren bir ayrma uygulamalar1 konularinin tekra
6 kisa sinav edilmesi. Kaynak: Ders Kitab1,19-24; 27-
29.
IKonu Anlatimi: Sonlu cisimler Ders kitabindan sonlu cisimler konusunu
okunmasi. Kaynak: Ders Kitabi, 33-35.
Ders  kitabindan  kuadratik  kalanla
7 IKonu Anlatimi: Kuadratik kalanlar konusunun okunmasi. Kaynak: Ders Kitabu,|
42-50.
Sinav haftasina kadar iglenen tiim konulari
8 IAra Sinav . .
tekrar edilmesi
Ders kitabindan baz1 basit sifreleme]
9 IKonu Anlatimi: Bazi basit sifreleme sistemleri sistemleri konusunun okunmasi. Kaynak:
Ders Kitabi, 54-61.
Ders kitabindan matrislerle —sifreleme
10 IKonu Anlatimi: Matrislerle sifreleme konusunun okunmasi. Kaynak: Ders Kitab,
65-76.
Ders kitabindan baz1 basit sifreleme
Kisa Smav 3 (30 dk.): Ders baginda Boliim 3.1 ve 3.2’yi igeren| sistemleri — ve mz}trlsle.rle Slfrheleme
bir kisa smayv konularmin tekrar edilmesi. Kaynak: Der:
11 Kitabi, 54-61; 65-76.
. . Ders kitabindan agik anahtarli sifreleme
Konu Anlatimi: Acik anahtarlt sifreleme konusunun okunmasi. Kaynak: Ders Kitab,
83-89.
Ders kitabindan RSA konusunun okunmasi.
12 Konu Anlatimi: RSA Kaynak: Ders Kitabi, 92-95.
. . Ders kitabindan ayrik logaritma konusunu
13 Konu Anlatimi: Ayrik logaritma okunmasi. Kaynak: Ders Kitabi, 97-103.
. Ders kitabindan Knapsack konusunu
14 Konu Anlatimi: Knapsack okunmasi. Kaynak: Ders Kitabi, 111-115.
Kisa Simav 4 (30 dk.): Ders basinda Boliim 4.1, 4.2, 4.3 ve 4.4°{j Ders kitabindan agik anahtarli sifreleme,
15 iceren bir kisa sinav RSA, ayrik  logaritma, Knapsac
konularmin tekrar edilmesi. Kaynak: Der:
IKonu Anlatimi: Tiim konularin tekrari Kitabi, 83-89; 92-95; 97-103; 111-115.
16 IFinal Islenen tiim konularin tekrar edilmesi

AKTS iSYUKU TABLOSU

Etkinlikler

Toplam Isyiikii

Ders Saati

42

Laboratuar

Uygulama (sozlii Smav)

Arazi Calismasi

Sinif Dis1 Ders Calismasi

Derse Ozgii Staj

Odev

Kiiciik Sinavlar/Stiidyo Kritigi

Projeler

Sunum / Seminer
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Ara Sinavlar (Sinav Siiresi + Sinav
Hazirhk Siiresi)

Final (Sinav Siiresi + Sinav
Hazirhk Siiresi)

Toplam Iy yiikii:

Toplam s yiikii / 30(s):

AKTS Kredisi:
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COURSE INFORMATION FORM

I FACULTY / GRADUATE SCHOOL Faculty of Arts and Sciences I

DEPARTMENT / PROGRAMME

Mathematics

TITLE OF COURSE

Introduction to Cryptography

CODE

MAT3260

LOCAL CREDIT

3

ECTS

LECTURE HOUR / WEEK

PRACTICAL HOUR / WEEK

LABORATORY HOUR / WEEK

PREREQUISITE

None

SEMESTER

Fall, Spring

COURSE LANGUAGE

English, Turkish

LEVEL OF COURSE

First Cycle

COURSE TYPE

Elective @ Bachelor Programme in Mathematics
Elective @ Bachelor Programme in Elementary Mathematics Edutacion

COURSE CATEGORY

Core Courses

MODE OF DELIVERY

Face-to-Face

OWNER ACADEMIC UNIT

Department of Mathematics

COURSE COORDINATOR

Emre KOLOTOGLU

ASSISTANT(S)

COURSE OBJECTIVES

This course aims to help students learn the use of number theory in cryptography.

COURSE CONTENT

Some topics in elementary number theory, congruences, some applications to factoring;
finite fields, quadratic residues; some simple cryptosystems; public key crytography,
RSA, discrete logarithm.

RECOMMENDED OR REQUIRED
READINGS

Coursebook:

Koblitz, Neal. 4 Course in Number Theory and Cryptography. Springer Verlag, 1994.

Course Learning Outcomes

Upon successful completion of the course, students will be able to
1. Perform some arithmetic calculations by using the Euclidean algorithm.
Use the repeated squaring method.
Use some special factorization methods.
Perform some calculations that require use of quadratic residues.

Perform applications about some simple cryptosystems and methods that use
enciphering matrices.

Perform applications about RSA cryptosystem and discrete logarithm problem.

EVALUATION SYSTEM
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| Activities

Number Percentage of Grade

| Attendance/Participation

| Special Work Internship

Quizzes/Studio Critics:
e  Content: Comprehensive questions covering all topics addressed up
to the exam week

Format: Face-to-face. Written quiz (30 minutes)

Detailed Assessment Criteria:

-Ability to solve problems related to the topics covered in the course

| Homework Assignments

| Presentations/Jury

| Project

| Seminar/Workshop

Midterms:
e  Content: Comprehensive questions covering all topics addressed up
to the exam week

e  Format: Face-to-face. Written exam. (100 minutes).

o  Detailed Assessment Criteria:

- Ability to solve problems related to the topics covered in the course

Content: Comprehensive questions covering the entire content of the
course

Format: Face-to-face. Written exam. (100 minutes).

Detailed Assessment Criteria:

Percentage of In-Term Studies

Percentage of Final Examination

[ ]
[ ]
[ ]
- Ability to solve problems related to the topics covered in the course

TOTAL

Related Preparation

Making research about cryptography

Reading the subject time estimates for doing arithmetic
from the coursebook. Source: Coursebook, 1-10.

Reading the subject divisibility and the euclidean
algorithm from the Coursebook. Source: Coursebook,
12-15.

WEEKS COURSE OUTLINE
1 Lecture: Introduction to cryptography
2 Lecture: Time estimates for doing arithmetic
3 Lecture: Divisibility and the Euclidean algorithm
Quiz 1 (30 minutes): A short quiz from Chapter 1.1
4 and 1.2 at the beginning of the lecture
Lecture: Congruences

Reviewing the subjects time estimates for doing
arithmetic, divisibility and the euclidean algorithm
from the coursebook. Source: Coursebook, 1-10, 12-
15.

Reading the subject congruences from the coursebook.

(Form No: FR-0315; Revizyon Tarihi: 02.07.2015; Revizyon No:04)

Sayfa: 6/9



(Form No: FR-0315; Revizyon Tarihi: 02.07.2015; Revizyon No:04)

Source: Coursebook,19-24.
. . . 1. Reading the subject some applications to factoring
S Lecture: Some applications to factoring from the coursebook. Source: Coursebook 27-29.
Quiz 2 (30 minutes): A short quiz from Chapter 1.3 L. Rev1.e wing the subqects congruences and some?
and 1.4 at the beginning of the lecture applications to factoring from the coursebook. Source:
6 ’ Coursebook, 27-29.
Lecture: Finite ficlds 2. Reading the subject finite fields from the coursebook.
Source: Coursebook, 33-35.
. . . . . 1. Reading the subject quadratic residues and reciprocity
7 Lecture: Quadratic residues and reciprocity from the coursebook. Source: Coursebook, 42-50.
8 Midterm Review of all topics covered up to the exam week.
. . 1. Reading the subject some simple cryptosystems from
9 Lecture: Some simple cryptosystems the coursebook. Source: Coursebook, 54-61.
. . . . 1. Reading the subject enciphering matrices from the
10 Lecture: Enciphering matrices coursebook. Source: Coursebook, 65-76.
Quiz 3 (30 minutes): A short quiz from Chapter 3.1 L. Rev1ew1.ng the suby?cts some simple cryptosystems.
and 3.2 at the beginning of the lecture and enciphering matrices from the coursebook. Source:
11 ’ Coursebook, 54-61; 65-76.
. . 2. Reading the subject public key cryptography from the
Lecture: Public key cryptography coursebook. Source: Coursebook, 83-89.
. 1. Reading the subject RSA from the coursebook. Source:
12 Lecture: RSA Coursebook, 92-95.
A . 1. Reading the subject discrete logarithm from the
13 [Lecture: Discrete logarithm coursebook. Source: Coursebook, 97-103.
. 1. Reading the subject Knapsack from the coursebook.
14 Lecture: Knapsack Source: Coursebook, 111-115.
Quiz 4 (30 minutes): A short quiz from Chapter 4.1,
4.2, 4.3, and 4.4 at the beginning of the lecture 1. Reviewing the subjects public key cryptography, RSA,
15 discrete logarithm and knapsack from the coursebook.
Lecture: Review Source: Coursebook, 83-89; 92-95; 97-103; 111-115.
16 Final Review of all topics covered.
ECTS WORKLOAD TABLE
Activities Number Duration Total Workload
(Hour)
Course Hours H 14 H 3 H 42
Laboratory H H H
Application H H H
Field Work H H H
Study Hours Out of Class H 14 H 4 H 56
Special Course Internship (Work Placement) H H H
Homework Assignments H H H
Quizzes/Studio Critics H 4 H 6 H 24
Project H H H
Presentations / Seminar H H H
Mid-Terms (Examination Duration + Examination Prep. Duration) H 1 H 15 H 15
Final (Examination Duration + Examination Prep. Duration) H 1 H 15 H 15
Total Workload: H 152
Total Workload / 30(h): H 5.07
ECTS Credit: 5
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Ders Odrenim Ciktis1 & Program Ciktis1 Matrisi

Pg;-l Geometri, analiz, lineer cebir, soyut matematik, cebir ve
diferansiyel denklemler gibi matematigin temel alanlarindaki tanimlari
ve teoremleri ifade edebilecek, bunlar arasinda iliski kurabilecek ve
teoremlerin uygulamalarini agiklayabileceklerdir. / State the definitions - - - - - -
and theorems in fundamental areas of mathematics such as geometry,
analysis, linear algebra, abstract mathematics, and differential equations,
establish connections between them and explain their applications.

P g‘-2 Matematik alanindaki teorik ve uygulamali bilgilerini ve
matematiksel diisiinme becerilerini kullanarak standart ve karmasik
matematiksel problemleri tanimlayabilecek ve analitik ve/veya sayisal
yontemlerle ¢ozebilecek ve matematiksel bir onermenin gegerliligini
farkl1 ispat yontemleri ile ispatlayabileceklerdir. / Identify standard and
complex mathematical problems, solve these problems with analytical
and/or numerical methods and prove the validity of a mathematical
proposition through various proof techniques using their theoretical and
applied knowledge of mathematics and mathematical thinking skills.

(EN
&
(EN
(EN
1
1

P Q-3 Matematik alanindaki teorik ve uygulamali bilgilerini ve
matematiksel diisiinme becerilerini  kullanarak gercek hayattaki
problemlerin matematiksel modellerini gelistirebilecek ve bu modelleri
kullanarak problemlere gegerli ¢oziimler iiretebileceklerdir. / Develop - - - -
mathematical models for real-life problems and generate valid solutions
based on these models using their theoretical and applied knowledge of
mathematics and mathematical thinking skills.

I
I

P g-4 Disiplinlerarast bir yaklasimla, farkli alanlarda edinmis
olduklart bilgileri sentezleyebileceklerdir. / Synthesise knowledge
acquired from different disciplines through an interdisciplinary - - - - - -
approach.

PC-5 Matematik alaninda  edindikleri bilgi birikimlerini ve
matematiksel diisiinme becerilerini, teorik matematik, yazilim, finans ve
yonetim matematigi, biyomatematik, veri bilimi ve finansal istatistik
yontemleri gibi disiplin-i¢i ve disiplinlerarasi uzmanlik alanlarinda
geligtirebileceklerdir. / Advance their acquired knowledge in - - - - - -
mathematics and mathematical thinking skills in both disciplinary and
interdisciplinary areas of specialisation such as pure mathematics,
software, financial and managerial mathematics, biomathematics, data
science, and financial statistical methods.

P g:-6 Matematik alaninda yaygmn olarak kullanilan en az bir
programlama dili ile bilgisayar ve yapay =zekd teknolojilerini,
problemleri ¢ozmek, veri analizi yapmak ve simiilasyonlar
gerceklestirmek igin  kullanabileceklerdir. / Use at least one = = = = = =
programming language and computer and artificial intelligence
technologies widely employed in mathematics for problem-solving, data
analysis, and simulations.

PS ;-7 Matematik ve ilgili alanlardaki bilimsel ve teknolojik
gelismeleri izleyebilecek, kariyer firsatlarini degerlendirerek kisisel ve
mesleki gelisim hedeflerini belirleyebilecek ve bu hedeflere ulagmak igin
hayat boyu 6grenme stratejilerini kullanabileceklerdir. / Follow scientific - - - = - -
and technological developments in mathematics and related fields, assess
career opportunities, identify personal and professional development
goals, and adopt lifelong learning strategies to achieve these goals.

Pg;-8 Bilimsel arastirmalarini ve mesleki faaliyetlerini yiiriitiirken
dogabilecek hukuksal sonuglar1 ve toplumsal etkileri dikkate alarak
mesleki etik ilkeler, kalite standartlar1 ile evrensel degerler
dogrultusunda ve sosyal sorumluluk bilinci ve adalet duygusuyla hareket - - - - = =
edebileceklerdir. / Act with a sense of social responsibility and justice
and in accordance with professional ethical principles, quality standards,
and universal values by taking into account potential legal and societal
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consequences of their scientific research and professional activities.

P Q-9 Bireysel olarak ya da takimlarda etkin bigimde
calisabileceklerdir. / Work effectively both independently and as part of
a team.

1%

19

1%

1w

19

19

Pg;-lﬂ Matematik alaninda giivenilir bilgi kaynaklarina ulasarak
literatiir taramas1 yapabilecek ve akademik arastirma tasarlayip
yiiriitebileceklerdir. /  Access reliable sources of information, conduct
literature reviews, and design and carry out academic research in the
field of mathematics.

P Q-ll Matematiksel konulari, teorileri, ispatlari, arastirmalari ve
problem ¢dziimlerini, matematik terminolojisi kullanarak tiim paydaslara
Tiirkce ve Ingilizcede sozlii ve yazili olarak etkili bigimde
aktarabileceklerdir. / Effectively communicate mathematical topics,
theories, proofs, research, and problem solutions to all relevant
stakeholders using appropriate mathematical terminology, both orally
and in writing, in Turkish and in English.
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